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Overview
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What is Privacy?
• Many, many definitions
• Two common aspects in the most
sophisticated definitions:
– Control of access to self
– Control of information about oneself

• Neither element is ever absolute
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Concerns About Privacy Not New
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Adam & Eve
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Code of Hammurabi
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Justices of the Peace Act, England 1361
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American Privacy

Has its roots in disruptive new technology
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The “Yellow Press”
• Gossip and hearsay articles pervasive
• Provided publication to private facts
• Particularly disturbing to “society”
families
• The Kodak camera exacerbated the
situation
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The Right to Privacy 4 Harv. L. Rev. 193 (1890)

Samuel Warren

Louis Brandeis
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The Right to Privacy
• Authors argued that various established common
law rights derive from a more general common law
principle: the right to be let alone, now one of the
most well-recognized phrases in American privacy
law
• Where did Warren & Brandeis get the phrase and
evidence of the torts?
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A Treatise on the Law of Torts or the Wrongs
Which Arise Independently of Contract (1878)

Michigan’s Own
Thomas M. Cooley

14

Prosser’s Torts

• Identified (in 1960) four distinct torts that had
developed from the 1890 Warren & Brandeis
article

– Intrusion upon the plaintiff’s seclusion or solitude, or into his
private affairs
– Public disclosure of embarrassing private facts about plaintiff
– Publicity which places the plaintiff in a false light
– Appropriation, for the defendant’s advantage, of the
plaintiff’s name or likeness

• Collectively known as Invasion of Privacy
• Adopted by the Restatement of Torts
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US Sectoral Approach to Statutory Privacy
• Most countries have an omnibus privacy law, a
single law that applies in all situations
• The US a hodge-podge of hundreds of federal and
state privacy laws that deal with privacy in
different contexts
• Each statue is aimed at different problem and has
different definitions of what constitutes personal
information
• Incomprehensible system for those outside the
US (and many of us inside the US)
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Examples of Federal Law
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Cable Communications Policy Act
CAN-SPAM Act
Children’s Online Privacy Protection Act
Computer Matching and Privacy Protection Act
Consumer Credit Reporting Reform Act
Driver’s Privacy Protection Act
Electronic Communications Privacy Act (ECPA)
Electronic Funds Transfer Act
Electronic Signatures in Global and National Commerce Act
Employee Polygraph Protection Act
Fair and Accurate Credit Transaction Act (FACTA)
Fair Credit Reporting Act (FCRA)
Family Educational Rights and Privacy Act
Financial Services Modernization Act (aka Gramm-Leach-Bliley)
Foreign Intelligence Surveillance Act
Freedom of Information Act
Health Insurance Portability and Accountability Act (HIPAA)
Identity Theft and Assumption Deterrence Act
Privacy Act of 1974
Patriot Act
USA Freedom Act
Privacy Protection Act of 1980
Right to Financial Privacy Act
Telecommunications Act
Telephone Consumer Protection Act
Telemarketing and Consumer Fraud and Abuse Prevention Act
Video Privacy Protection Act
Video Voyeurism Prevention Act
17

Selected Areas of State Legislation
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Identity theft protection
Security breach notification
Social Security Number protection
Marketing
Spyware and adware
Radio frequency identification devices
Insurance
Vehicle data event recorders
Background check
Drones
License Plate Readers
Data disposal
Consumer Report security freeze
Access to Digital assets of deceased
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Michigan Legislation

• Internet Privacy Protection Act MCLA 37.271 et. seq.
• Security Freeze Act MCLA 445.2511 et. seq.
• Children's Protection Registry act MCLA 752.1061
et. seq.
• Identity Theft Protection Act MCLA 445.61 et. seq.
– Breach Defined 445.63
– Notice of security breach – 445.72
– Data destruction – 445.72a

• Unsolicited Commercial E-Mail Protection Act MCLA
445.2501 et. seq.
• Social Security Privacy Act MCLA 445.81 et. seq.
• Restriction on Credit Card Receipts MCLA 445.903
(1)(ii)
• Preservation of Personal Property MCLA 445.1711
et. seq.
• Public Health Code MCLA 333.16213 and MCLA
333.17020 (Genetic testing)
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Financial and Healthcare
Information
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Privacy of Financial Information
• Gramm-Leach-Bliley Act Financial Modernization Act of
1999 (GLB
• GLB imposes financial privacy requirements on
"financial institutions" which is broadly defined
• Requires that customers receive a privacy notice that
describes how the institution shares the
customer's nonpublic personal information
• Customers have some opt-out rights for limiting the
sharing of information with third parties
– Institution must provide a mechanism to opt out
– Some sharing is not subject to opt put, such as data
processing services

Healthcare Information - HIPAA
• Health Insurance Portability and Protection Act (HIPAA)
• Governs the collection, security and sharing of personal
health information (PHI)
• Individuals have the right to control who can access PHI
• Providers must give patients notice of the provider's privacy
practices
– Much more limited than GLB
– Provider cannot share information except in limited
circumstances
– Impact of Health Information Exchanges

• Those entities who have access to PHI must agree to be
"Business Associates" and be subject to some restrictions
– The Business Associate Agreement (BAA) is born!

Healthcare Information - HITECH
• Health Information Technology for Economic and
Clinical Health (HITECH) passed in 2009
• Added increased enforcement rights, penalties for
HIPAA violations

– State AG's can bring enforcement actions
– Business Associates are subject to same HIPAA obligations
as the provider

• Requires increased security of PHI
• Breach Notification Requirements are imposed
• Patients have right to copy/access electronic health
records
• Providers have to evaluate security and test regularly

American Marketing Privacy

25

Terminology
Personal “of, relating to, or affecting a particular person: private,
individual <personal ambition> <personal financial gain>” Webster
Personal Information (PI) data of, relating to, or affecting a particular person
Personally identifiable Information (PII) data that can be tied to a unique person some of which has
obtain defined legal protection (information relating to an identified
or identifiable individual)
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US Federal Trade Commission
• FTC Act prohibits “unfair or deceptive acts or practices
in commerce and FTC actively uses it powers
• “Deception” theory: the entity didn’t do what it said it
would do
• “Unfairness” theory: the promise doesn’t matter,
simply unfair not to protect consumer personal
information
• Responsibility for the acts of your contractors and
suppliers
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Online/Offline Privacy
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Privacy Statements

• Privacy statements are a typical way of giving
notice to individuals as to how their personal
information will be used
• Originally furnished by merchants for
competitive reasons, now required by various
US laws
• US Federal Trade Commission and State AGs
have been extremely active in this area
• All the technical complexity can be boiled
down to one simple statement
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SAY WHAT YOU DO
AND
DO WHAT YOU SAY
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Social Media
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Social Media
• Advertisements that feature a consumer and convey his or
her experience with a product or service as typical when
that is not the case will be required to clearly disclose the
results that consumers can generally expect.
• “Material connections” (sometimes payments or free
products) between advertisers and endorsers –
connections that consumers would not expect – must be
disclosed.
• The post of a blogger who receives cash or in-kind payment
to review a product is considered an endorsement.
• A paid endorsement – like any other advertisement – is
deceptive if it makes false or misleading claims
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Social Media
• Advertisers using space-constrained ads, such as
on some social media platforms, must still
provide disclosures necessary to prevent an ad
from being deceptive, and it advises marketers to
avoid conveying such disclosures through popups, because they are often blocked.
• Advertisers should ensure that the disclosure is
clear and conspicuous on all devices and
platforms that consumers may use to view the
ad.
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Michigan Internet Privacy
Protection Act
• Prohibits educational institutions and employers from requiring
access to a prospective student or employee's personal internet
account as a condition of admittance or employment
• Cannot require access or use refusal to access to personal
internet account to discipline students or employees
• Does not prohibit employer from accessing devices or accounts
maintained by the employer
– Consistent with the "no expectation of privacy" principle
– Internal investigations to protect employer are exempted

Unwanted
Commercial
eMail

CANSPAM
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CANSPAM

“Controlling the Assault of Non-Solicited
Pornography and Marketing Act of 2003”
Applies to “any electronic mail message the primary
purpose of which is the commercial
advertisement or promotion of a commercial
product or service,”
• doesn’t apply just to bulk email
• no exception for business-to-business email
• each email in violation subject to penalties of
up to $16,000,
36

CANSPAM
CAN-SPAM’s main requirements:
• Don’t use false or misleading header
information or deceptive subject lines
• Identify the message as an ad
• Include valid physical postal address
• Tell recipients how to opt out of receiving
future email from you
• Honor opt-out requests promptly (within 10
business days)
• Monitor what others are doing on your behalf
37

Online Behavioral
Advertising
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Online Behavioral Advertising
Online behavioral advertising – “the practice of
tracking an individual’s online activities in order
to deliver advertising tailored to his or her
interests” through use of cookies and similar
methods.
Privacy concerns:
• invisibility of the data collection to consumers
• risk that the information collected – including
sensitive information regarding health, finances,
or children – could fall into the wrong hands or
be used for unanticipated purposes
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Online Behavioral Advertising
•
•
•
•

FTC Principles:
Transparency and Consumer Control
Reasonable Security, and Limited Data Retention,
for Consumer Data.
Affirmative Express Consent for Material Changes
to Existing Privacy Promises
Affirmative Express Consent to (or Prohibition
Against) Using Sensitive Data for Behavioral
Advertising
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Do Not Call
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Do Not Call
National Do Not Call Registry is a list of phone numbers
from consumers who have indicated their preference
to limit the telemarketing calls they receive.
• Registry is managed by the FTC
• Enforced by:
–the FTC,
–the Federal Communications Commission (FCC), and
–state officials.

Prohibited from calling a person whose number is on
the National Do Not Call Registry or a person who has
asked not to get telemarketing calls from a particular
company or charity.
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COPPA
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COPPA
The Children's Online Privacy Protection Act and new
FTC COPPA Rule requires operators of commercial
websites and online services directed to children under
the age of 13, or general audience websites and online
services that knowingly collect personal information
from children under 13, to:
• post comprehensive privacy policies on their sites,
• notify parents about their information practices,
and
• obtain parental consent before collecting, using, or
disclosing any personal information from children
under the age of 13.
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Data Security and Breach
Obligations
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Privacy - Security
•
•
•

Privacy laws focus on the collection, use, and disclosure of
personal information
Security is the means by which we safeguard information
against unauthorized acquisition, use, disclosure, alteration,
destruction
Security is necessary to maintain privacy, but . . .
• Security alone will not maintain privacy (e.g., notice, consent, retention)
• Security may conflict with privacy (e.g., national security, employee
monitoring)

46

Data Security
• Potential US legal issues under:

– US FTC Act
– State security breach notification laws, analogous laws outside the
US
– U.S. Federal laws: FCRA, GLB and FACTA (financial) HIPAA and
HITECH (medical), proposed federal data security bills
– Tort liability
– Loss of trust/reputational risk

• Liability elsewhere under laws implementing EU
Data Protection Directive, the new General Data
Protection Regulation and similar provisions in other
countries
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Process Approach to Security
• Emerging process orientation to data security

– Must be able to evidence that you have examined various
security risks and have put into place reasonable
safeguards to address those risks
– Safeguards need not be the maximum level of security, but
must be proportionate to the risk – i.e. a cost benefit
analysis
– Even if a breach subsequently occurs, a properly
documented analysis of risks and responses will help
immensely in a challenge situation

• Document, Document and Document
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Security Relation to Privacy

• Security is essential to privacy – to maintain privacy
must be able to assure that personal information in
the hands of a proper holder is not dispersed to
others
• Security is one of the privacy-related matters of
greatest visibility in the US, and becoming
increasingly important elsewhere as well
• Often speak of three elements of information
security: physical, technical and administrative
– Often in different organizational silos – takes a
combination of legal, IT and physical security people to
determine what law requires
– Coordination can be a challenge
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FTC and Consumer Data
• FTC does not expect maximum available security
• Security should be reasonable and appropriate to:
• Organization’s size and complexity
• The nature and scope of its activities
• Sensitivity of the PI
• Privacy risk assessments should be conducted to
determine areas of greatest risk and areas in which a
breach would have the most serious consequences
• Reasonable safeguards must be implemented in light of
those findings.
50

FTC Does Expect Reasonable and
Appropriate Security for PI
Physical Security includes
•Facility access controls
•Safeguarding hard copy documents
with PI
•Securing hardware on which PI is
stored
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FTC Does Expect Reasonable and
Appropriate Security for PI
Technical Security relates to the protection of
electronic information through methods
including:
•Firewalls
•Anti-spyware programs
•Encryption
•De-identification applications
•System scanning
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FTC Does Expect Reasonable and
Appropriate Security for PI
Administrative Security includes rules and training
applicable to PI handling such as:
• Ensuring access authorization is only given to
individuals with legitimate purposes
•Authentication rules
•Rules limiting what data can be stored on portable
devices such as laptops and thumb drives
•Security provisions in supplier contracts
•Security training for those with access to PI
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What is a Privacy Breach?
Can relate to two situations:
• The unauthorized access to or acquisition of
the kind of PII specified by an applicable law
(security of PII)
• The failure to live up to obligations made with
respect to non-security related aspects of
privacy (notice, choice, access, etc.)
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Breach Notification Laws
• Designed to help enforce security obligations
– In theory helps consumers protect themselves
– Provides government authorities enforcement
opportunities
– Bad PR and breach-associated costs encourage
compliance
• In 47 states, US territories, and also at the federal
level
• Michigan Identity Theft Protection Act
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Breach Notification Laws
• Breaches generally triggered by the
unauthorized access to, or acquisition of, PII
covered by the law
• Other variables affect whether a breach
notification law applies such as:
– Storage medium involved
– Use of data encryption
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Security Obligations of Attorneys
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Security Obligations of Attorneys
• Increasing instances of law firms being
targeted by hackers
• More and more clients demanding that their
outside counsel undergo and provide
professional data security assessments
• Ethical obligations of attorneys with respect to
data security being clarified around the
country
• Lawyers also subject to general privacy and
security laws, e.g. breach notification laws
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Security Obligations of Attorneys
• Ethical Obligations
• Confidentiality
• Competence
• Supervision of Lawyers and Non-Lawyers

• General Privacy Obligations
• State and Federal Statutory
• Common Law Tort Liability
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Confidentiality
• ABA Model Rule 1.6(a):
“… [a] lawyer shall not reveal information relating
to the representation of a client unless the client
gives informed consent.”
• ABA Ethics 20/20 Commission added new subpart
c to Rule 1.6:
“[a] lawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized disclosure
of, or unauthorized access to, information relating
to the representation of a client”
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Confidentiality
• Comment 17 to Rule 1.6(a) gives advice on the
determination of reasonableness:
“Factors to be considered in determining the reasonableness
of the lawyer's efforts include, but are not limited to, the
sensitivity of the information, the likelihood of disclosure if
additional safeguards are not employed, the cost of
employing additional safeguards, the difficulty of
implementing the safeguards, and the extent to which the
safeguards adversely affect the lawyer's ability to represent
clients (e.g., by making a device or important piece of
software excessively difficult to use). A client may require
the lawyer to implement special security measures not
required by this Rule or may give informed consent to forgo
security measures that would otherwise be required by this
Rule.”
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Competence
• “… [a] lawyer shall provide competent representation to
a client. Competent representation requires the legal
knowledge, skill thoroughness and preparation
reasonably necessary for the representation.”
• In 2012 the ABA Ethics 20/20 Commission added new
language to Comment 6 to Rule 1.1
” [6] To maintain the requisite knowledge and skill, a lawyer
should keep abreast of changes in the law and its practice,
including the benefits and risks associated with relevant
technology, engage in continuing study and education and
comply with all continuing legal education requirements to
which the lawyer is subject.
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Supervision of Lawyers and Non-Lawyers
• ABA Model Rule 5.1:
"[a] partner in a law firm, and a lawyer who individually or
together with other lawyers possesses comparable
managerial authority in a law firm, shall make reasonable
efforts to ensure that the firm has in effect measures giving
reasonable assurance that all lawyers in the firm conform to
the Rules of Professional Conduct.“
• ABA Model Rule 5.3:
“a partner, and a lawyer who individually or together with
other lawyers possesses comparable managerial authority in
a law firm shall make reasonable efforts to ensure that the
firm has in effect measures giving reasonable assurance
that the person's conduct is compatible with the professional
obligations of the lawyer.”
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SBM Ethics Opinion RI-355, Oct. 2012
“A relatively recent development in file storage is called "cloud computing."
The acronym for one such service presently available is SaaS, which stands for
"Software as a Service." Rather than installing software on the lawyer's or law
firm's server which is then used to store data, data is stored and accessed by
connecting through a web browser to a vendor's data center. The lawyer pays a
subscription fee to the service. This Committee believes that "cloud
computing," like any other electronic data storage device may be used by
lawyers. However, when using SaaS based technology, the lawyer must ensure
that she retains ownership and has ability to access the file materials upon
termination of the vendor relationship. In addition, the lawyer must exercise
reasonable care, as required by MRPC 1.6(d), to prevent employees, associates,
and others whose services are utilized by the lawyer from disclosing or using
confidences or secrets of a client. Other technology commonly used by law
firms that supports the ability of lawyers to engage in alternative law office
arrangements by enabling lawyers to log into law firm dedicated servers to
retrieve and access documents from any location with an internet connection,
such as laptops or other mobile devices, poses the same concerns and requires
the same exercise of care.” (emphasis added)
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“[S]ome organizations will be a target regardless of what
they do, but most become a target because of what they
do or don’t do. If your organization is indeed a target of
choice, understand as much as you can about what your
opponent is likely to do and how far they are willing to
go. The rest of us should work to eliminate sloppy
configurations, needless services, and exposed
vulnerabilities that inevitably bring unwanted attention.”
-2013 DBIR, p 48
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Contact Information
Keith A. Cheresko
Privacy Associates International LLC
kcheresko@privassoc.com
www.privassoc.com
(248) 535-2819
Michael S. Khoury
FisherBroyles, LLP
michael.khoury@FisherBroyles.com
+1 248 590 2910 Direct
Robert L. Rothman
Privacy Associates International LLC
rrothman@privassoc.com
www.privassoc.com
(248) 880-3942
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Additional Considerations and
Resources
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Privacy Statements

• Critical that the privacy statement reflects
what is actually done, not what someone
thinks looks good or thinks is being done
• If cookies are placed on web-based forms,
that should be disclosed in the US (opt-out)
and under laws just being implemented in
Europe must be affirmatively agreed to (optin)
• Planned disclosures to third parties and the
purposes of collection should be included
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Privacy Statements

• If you decide to change your stated practices:

– The purposes of collection change, or
– You decide to make the information available to third
parties not included in the original statement (e.g. the
public)
You must go back and give the data subjects the choice
not to have their data included (opt-out in most
jurisdictions)

• Always prudent to include a statement that in the
event of a reorganization where a new entity is
taking over the activities of the existing entity
personal information may be transferred
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Other Considerations
• In addition to privacy statements, when you
market your products or services consider
privacy protections such as:
– Do Not Call Laws- limits on use of information for
telephone solicitations
– Email Laws such as CAN-SPAM - regulate Email
marketing
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Types of Privacy Statements
•
•
•
•

Long form
Short form
Layered
Just in time
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Content of Privacy Statements
• Content varies
• Based on Fair Information Practice
Principals (FIPPs)
– Notice/Awareness
– Choice/Consent
– Access/Participation
– Integrity/Security
– Enforcement/Redress
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Content of Privacy Statements
• Identification of : entity collecting the
data, uses to which the data will be put ,
potential recipients of the data.
• The nature of the data collected and the
means by which it is collected
• Whether provision of requested data is
voluntary or required and consequences
of refusal to provide
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Content of Privacy Statements
• Steps taken to ensure the confidentiality,
integrity and quality of data
• Effective date of the privacy statement
• Other factors – COPPA, State Law, Links
• Reservation of right to amend and how it
will work
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Content of Privacy Statements

• If you decide to change your stated practices:

– The purposes of collection change, or
– You decide to make the information available to
third parties not included in the original statement
(e.g. the public)
You must go back and give the data subjects the
choice not to have their data included

• Prudent to include a statement to address
effect of take over and bankruptcy of the
existing entity and how personal information
may be transferred
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Cookies
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Cookies and other tracking devices
Cookies are small text files that some websites
place on your computer. They are used to:
• collect information about the pages you view and
your activities on the site
• enable the site to recognize you, for example by:
– remembering your user ID
– offering an online shopping cart
– keeping track of your preferences if you visit the
website again

• transmits this information back to the website's
computer (or server)
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Cookies - Two types
• Single-Session cookies

– help with navigation on the website
– only record information during one visit to a website and
then are erased
– are enabled by default in order to provide the smoothest
navigation experience possible

• Persistent (Multi-Session) cookies

– stay on your computer and record information every time
you visit some websites
– are stored on the hard drive of your computer until you
manually delete them from a browser folder, or until they
expire, which can be months or years after they were
placed on your computer
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Do Not Call
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Do Not Call
FTC Telemarketing Sales Rule prohibits sellers and telemarketers from
engaging in certain abusive practices that infringe on a consumer’s
right to be let alone, including:
• calling a person whose number is on the National Do Not Call
Registry or a person who has asked not to get telemarketing calls
from a particular company or charity.
• misusing a Do Not Call list.
• denying or interfering with a person’s Do Not Call rights.
• calling outside the permissible hours.
• abandoning an outbound telephone call.
• placing an outbound telephone call delivering a prerecorded
message to a person without that person’s express written
agreement to receive such calls, and without providing an
automated interactive opt-out mechanism.
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Do Not Call
• Failing to transmit Caller ID information.
• Using threats, intimidation, or profane or obscene language.
• Causing any telephone to ring or engaging any person in telephone
conversation repeatedly or continuously with intent to
annoy, abuse, or harass.
• Sellers and Telemarketers must disclose material information
• Must make prompt disclosures in outbound telemarketing calls
• Misrepresentations are prohibited
• Assisting and Facilitating Sellers or telemarketers who violate the
rule is prohibited
• Credit card laundering is prohibited
• Must maintain an entity-specific Do Not Call list
• Imposes calling time limitations and recordkeeping requirements
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Do Not Call
Narrowly tailored exemption to call consumers
with whom they have an “established business
relationship,” if:
• consumer purchased, leased, or rented goods
or services from the company within 18 months
preceding the call, or
• consumer submitted an application or made an
inquiry to the company within the three months
preceding the call.
Even with “EBR” consumers can make a specific
request to the company not to call.
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Data Security and Breach
Obligations
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Breach Notification
•
•
•
•

Internal processes
Training
Policies and practices
Supplier action implications
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Causes of Data Breaches
• Lost or stolen laptops, removable storage devices or paper
recordings containing personal information
• Inappropriate disposal of hard drives and digital storage
media (without contents being erased)
• Hacking of databases containing personal information
• Paper records being taken from insecure recycling or
garbage bins
• Trusted insiders with access who abuse rights
• Others
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Consequences of a breach?
Depending on the nature, sensitivity, type
and volume of data or other assets
compromised it may mean:
•Loss of Intellectual property

•Increased operating costs

•Possible ID theft

•Organization freezeup/paralysis

•Legal actions – regulatory and •Lost business from consumer
consumer
churn business termination
•Operating and operational
inefficiencies

•Adverse impact on market
valuation
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Practical Considerations
• Basic requirements for data protection are surprisingly
similar, across segments although details do vary
• The concept of technical, physical and administrative
security requirements is almost universal
• Requirement to conduct practical risk assessments of
requirements and vulnerabilities of the organization is also
present in many segments and jurisdictions
• Most laws do not specify technical or physical requirements
beyond requiring that they be reasonable, appropriate or
adequate
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Individualized Approach
• Each company is different in terms of
culture, degree of centralization, and other
factors that affect data breach preparations
• Many different ways to achieve the desired
result: no “right” answer
• Whatever the process, in the chaos of a
large data breach having an airline pilot-like
checklist to systematically review is
extremely comforting
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Be Prepared
Need for breach preparation
•

Create an incident response team

•

Create and document response procedures

•

Communicate regularly

•

Seek and obtain senior management support and resource
commitment

•

Arrange for service providers that will be needed to respond

•

Document, document, document
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What To Do About Security Risks
• Best advice: keep personal data absolutely secure from all
possible threats at all times so no breach could ever occur
• Next best advice -- make certain:
– reasonable administrative, technical and physical security
measures are in place and documented, in line with
analysis of risks
– contracts with outside suppliers that handle personal
information have appropriate security language, including
notification and cooperation provisions
– you have systems and processes to discover or become
informed of a breach
– You have a well thought out process involving the right
people to respond quickly and decisively to a breach
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